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+91 8005626079 | vangax.github.io | vang230107@gmail.com | github.com/vangax

EDUCATION
Symbiosis Skills and Professional University Pune, India
Bachelor of Science in Data Science July 2024 — June 2027
Vivek Techno School Jaipur, India
High School April 2017 — May 202/
EXPERIENCE
Undergraduate Researcher May 2026 — Present

Secure Sensing & Learning Lab (SSL Lab), University of Wyoming, USA
 Investigating memory-evoked neural signatures for biometric authentication under Dr. Diksha Shukla, Associate Professor
of Computer Science.
« Research spans episodic memory challenge-response protocols, cross-session EEG stability, and deep embedding architectures
for brainwave-based identity verification (BrainCAPTCHA system).
AI/ML Intern May 2025 — Aug. 2025
AIT Global Inc Pune, India
+ Engineered production Python pipelines to parse, transform, and standardize XML/DOCX formats feeding
downstream analytics systems at scale.
¢ Architected a prototype AI document classification system using NLP to auto-categorize PDF content; collaborated
with senior engineers on scalable Al-driven data workflow infrastructure.

RECOGNITION

Cited at SANSfire 2026 — Skynet 1.0 July 2026
Dr. Johannes Ullrich, Dean of Research € Director, SANS Internet Storm Center
« MIRAGE flagged by Dr. Ullrich, founder of DShield.org and one of the most recognized figures in global network security, as
a novel approach to Al-era honeypot intelligence and autonomous attacker behavioral analysis.

PRrROJECTS

MIRAGE | Go, Python, PyTorch, Ray RLIlib, PostgreSQL, Neo4j, Ollama/LLaMA 3, Prometheus June. 2026 — Present
e Figured out A distributed AI-powered deception network with my Friend Vinayak that makes attackers think they

own the machine: Go SSH honeypot with LLM-backed persistent fake system personas, world-state grounded via
PostgreSQL, hardware-realistic latency profiles, and adversarial bait planting (fake keys, .env credentials, pivot IPs) adapting
strategy per attacker class in real time.

o Trained a contrastive behavioral embedding model (CEBRA-inspired) over command-trajectory sequences for
cross-session attacker re-identification across different IPs and toolsets; attacker infrastructure graphed in Neo4j (C2
IPs, pivot chains); sessions auto-generate STIX 2.1 threat reports with MITRE ATT&CK kill-chain mapping.

» First system to fingerprint autonomous AI attackers in the wild: multi-modal detection via LLM inference timing,
reasoning-trace analysis, and embedded prompt-injection probes identifies Al agents and attributes model family from
behavioral signals alone; no prior published work on this.

+ Released MIRAGE-1 dataset (OSF: doi.org/10.17605/OSF.I0/JMA4ET): labeled SSH intrusion sessions with
re-identification labels and ATT&CK mappings, addressing the field’s documented data desert for real-world behavioral
attack data.

NeuroForge | Python, FastAPI, MNE-Python, React, TypeScript, WebGL, SciPy, scikit-learn Mar. 2026 — Present

+ A production-grade neuro-engineering platform for EEG/MEG/iEEG/{NIRS: BIDS-native, 11 fully wired modules
covering universal data loading, WebGL visualization, ICA preprocessing, ERP cluster-permutation testing, and a BCI
workbench hitting 95% accuracy / AUC 0.98 on alpha-state decoding via CSP and Riemannian classifiers.

« Ships EEG microstates, 1/f spectral parameterization, cross-session similarity mapping; full Python SDK and REST
API with background job queue, RBAC auth, and reproducibility capture; every value on screen is a real computation on
real MNE-Python, not a mock.

Engram | Python, PyQt6, Ollama, Qdrant, Mistral 7B, Sentence Transformers, NetworkX Mar. 2026 — Present

* A memory-centric Al system that refuses to be stateless: persistent semantic memory layers, identity modeling, and
deterministic control flows let it retain and reason over who you are across sessions. USB-native, boots full identity on any
machine and leaves zero trace on exit.

« Heading toward open-source launch as a foundational cognitive Al layer; long-term vision of neuroadaptive human—AI
cognitive augmentation and a real-world “second brain” that goes well beyond what current Al assistants can do.

TECHNICAL SKILLS

Languages & Infra: Python, Go, C, SQL, TypeScript, PostgreSQL, Neo4j, Docker, Prometheus
ML / AI: PyTorch, Ray RLlib, MNE-Python, Scikit-learn, Hugging Face, Ollama, Qdrant, Sentence Transformers
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